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1. Which of the following statements regarding sthical hacking 15 incormect?
A, Elhlcal hackers should never use tools or methods that have the potential of
cxploiting vulnerabilitles In an organation’s sysiems

B. Testing should be remotely et formed offsite

C. An orgamizabion should use ethical hackers who do not sell vendor
hardware ‘software or other -:l-:'.'-.|.||l1||:'_ BeIVICeS

. Ethical haw L;ll;:_:-.||l||||-:| not involve wrihng to or modifving the tarpet
Syatems

2 First thing vou do every office day is to check vour email inbox. One
moming, vou received an email from vour best friend and the subject line is
quunbe strange. What should you do?

A. Delete the email and pretend nothing happened

B. Forward the message bo your supervisor and ask for her opimion on how to
handle the situabon

C, Forward the massaee Lo your T Ay 5 SeCul [y resporse (eam and
permanently delele the message from vour compuier.

D). Reply to the sender and ask them for more information about the message
contents

r. Bob received this text message on his mobile phone: ""Hello, this is Scott
Smelby from the Yahoo Bank. Kindly contact me for a wital transaction on
scottsmelby@yvahoo.com”™ . Which statement below ts true?

A. This 1s probably a lesthmate message as it comes Irom a respectable
organrzabion

B. Bob should wnite to scottsmelby @y ahoo com to verify the identity of Scott
L. This Is a sciam as evervbody can gel a @ vahoo address, nol the Y ahoo
customer service employecs.

[). This ts a scam becanse Bob does not know Scoltt

j. In many states r-l':'.-.:|1I|:_'_:-|-.1'.:u ig illegal. Thus, the Spamimers have te ||I|:liII| q
to try and ensure that no one knows they sent the SN OUL T thousands of
users at a ime. Which of the following best describes what fpanmners use [o
hide the arign of these I'.Jr-.':-.---l' e-miails?

A. A blacklist of companies that have their mail server relays configured to
allow trathe only to thewr specific dommn name

E. Mall relaving, which Is o fed hnlgue of bouncing e-mall from Infernal to

external malls servers continuously,

C. A blacklist of companies that have their mail server relays configured to be
wide open

D). Tools that will reconfigure a mail server's relay component to send the e
mail back to the spammers occasionally

% Bob, your semor colleague, has sent you a mal regarding a deal wiath one of
the clients. You are requested to accept the offer and you oblige. After 2 days

Bob demses that he had ever sent a mail. What do you want to know to prove

Ceh v10 certified ethical hacker study guide 1st edition. Ceh v10 study guide.
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