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The Quick Start team has developed boilerplates for the Quick Start entrypoint and workload templates. You can find these in Quick Start Examples repo. These follow the new naming standard of “WorkloadName-entrypoint.template.yaml” and “WorkloadName-template.yaml”. Quick Starts are moving away from JSON and all new Quick Starts should
be developed in YAML. Entry Point and workload templates: workload-entrypoint-new-vpc.template.yaml workload.template.yaml You’ll need both templates for your Quick Start, as discussed in the Modularity section. The Quick Start Examples repo also includes code for integrating with AWS services, such as adding an Amazon Redshift cluster to
your Quick Start. Using these templates will save you time and will ensure that you’re following AWS best practices. We’re planning to update the repo with new examples, so check back for more. AWS CloudFormation examples We also recommend that you review the following templates and use them as building blocks for your Quick Start. These
are referenced in the entrypoint and workload template boilerplates. Reviewing these designs will give you better insight into your AWS CloudFormation code. Building a new virtual private cloud (VPC) - This template builds a new Multi-AZ, multi-subnet VPC according to AWS best practices. The first set of private subnets share the default network
access control list (ACL) from the VPC, and a second, optional set of private subnets include dedicated custom network ACLs per subnet. The Quick Start divides the VPC address space in a predictable manner across 2-4 Availability Zones, and deploys either NAT instances or NAT gateways, depending on the AWS Region you deploy the Quick Start
in. Template: aws-vpc.template.yaml Details: deployment guide Adding bastion host functionality for secure Linux-based deployments - These templates deploy Linux bastion hosts that provide secure access to your Linux instances in public or private subnets. The two templates create a new VPC environment for the Linux bastion hosts or deploy them
into an existing VPC environment. Adding encrypted connections for secure Windows-based deployments - RD Gateway uses the Remote Desktop Protocol (RDP) over HTTPS to establish a secure, encrypted connection between remote users and EC2 instances running Microsoft Windows, without needing to configure a virtual private network (VPN).
This helps reduce the attack surface on your Windows-based instances while providing a remote administration solution for administrators. This set of templates automate three scenarios for RD Gateway deployments: new VPC, existing VPC (standalone), and existing VPC (domain-joined). Quick Start documentation templates For information on
templates and other instructions for documenting your Quick Start, see the Providing content section. You can author AWS CloudFormation templates in JSON or YAML formats. We support all AWS CloudFormation features and functions for both formats, including in AWS CloudFormation Designer.When deciding which format to use, pick the format
that you're most comfortable working in. Also consider that YAML inherently provides some features, such as commenting, that aren't available in JSON.We recommend that you don't add # YAML comments to your templates in Designer. If your YAML template has # comments, Designer doesn't preserve those comments when converting the
template to JSON. In addition, if you modify your template in Designer (for example, if you move a resource on the canvas), your comments are lost.You can add comments to the AWS CloudFormation templates you create outside of Designer. The following example shows a YAML template with inline comments. AWSTemplateFormatVersion: "2010-
09-09" Description: A sample template Resources: MyEC2Instance: #An inline comment Type: "AWS::EC2::Instance" Properties: Imageld: "ami-0ff8a91507f77f867" #Another comment -- This is a Linux AMI InstanceType: t2.micro KeyName: testkey BlockDeviceMappings: - DeviceName: /dev/sdm Ebs: VolumeType: iol Iops: 200 DeleteOnTermination:
false VolumeSize: 20For more information about the template syntax for each format, see Template anatomy.AWS CloudFormation supports the following JSON and YAML specifications: JSON AWS CloudFormation follows the ECMA-404 JSON standard. For more information about the JSON format, see . YAML AWS CloudFormation supports the
YAML Version 1.1 specification with a few exceptions. AWS CloudFormation doesn't support the following features: The binary, omap, pairs, set, and timestamp tags Aliases Hash merges For more information about YAML, see . Services or capabilities described in Amazon Web Services documentation might vary by Region. To see the differences
applicable to the China Regions, see Getting Started with Amazon Web Services in China. In some cases, you might want to create stacks that are similar but with minor tweaks. For example, you might have a template that you use for production applications. You want to create the same production stack so that you can use it for development or
testing. However, for development and testing, you might not require all the extra capacity that's included in a production-level stack. Instead, you can use an environment type input parameter to conditionally create stack resources that are specific to production, development, or testing, as shown in the following sample: Example JSON{
"AWSTemplateFormatVersion" : "2010-09-09", "Mappings" : { "RegionMap" : { "us-east-1": { "AMI" : "ami-0ff8a91507f77f867"}, "us-west-1" : { "AMI" : "ami-0bdb828fd58c52235"}, "us-west-2" : { "AMI" : "ami-aOcfeed8"}, "eu-west-1" : { "AMI" : "ami-047bb4163c506cd98"}, "sa-east-1" : { "AMI" : "ami-07b14488da8ea02a0"}, "ap-southeast-1" : {
"AMI" : "ami-08569b978cc4dfal0"}, "ap-southeast-2" : { "AMI" : "ami-09b42976632b27e9b"}, "ap-northeast-1" : { "AMI" : "ami-06cd52961ce9f0d85"} } }, "Parameters" : { "EnvType" : { "Description" : "Environment type.", "Default" : "test", "Type" : "String", "AllowedValues" : ["prod", "dev", "test"], "ConstraintDescription" : "must specify prod, dev,
or test." } }, "Conditions" : { "CreateProdResources" : {"Fn::Equals" : [{"Ref" : "EnvType"}, "prod"]}, "CreateDevResources" : {"Fn::Equals" : [{"Ref" : "EnvType"}, "dev"]} }, "Resources" : { "EC2Instance" : { "Type" : "AWS::EC2::Instance", "Properties" : { "Imageld" : { "Fn::FindInMap" : [ "RegionMap", { "Ref" : "AWS::Region" }, "AMI" 1},
"InstanceType" : { "Fn::If" : [ "CreateProdResources", "cl.xlarge", {"Fn::If" : [ "CreateDevResources", "m1l.large", "m1l.small" ]} 1} } }, "MountPoint" : { "Type" : "AWS::EC2::VolumeAttachment", "Condition" : "CreateProdResources", "Properties" : { "Instanceld" : { "Ref" : "EC2Instance" }, "Volumeld" : { "Ref" : "NewVolume" }, "Device" : "/dev/sdh" }
}, "NewVolume" : { "Type" : "AWS::EC2::Volume", "Condition" : "CreateProdResources", "Properties" : { "Size" : "100", "AvailabilityZone" : { "Fn::GetAtt" : [ "EC2Instance", "AvailabilityZone" 1} } } } } Example YAMLAWSTemplateFormatVersion: "2010-09-09" Mappings: RegionMap: us-east-1: AMI: "ami-0ff8a91507f77f867" us-west-1: AMI: "ami-
0bdb828fd58c52235" us-west-2: AMI: "ami-aOcfeed8" eu-west-1: AMI: "ami-047bb4163c506cd98" sa-east-1: AMI: "ami-07b14488da8ea02a0" ap-southeast-1: AMI: "ami-08569b978cc4dfal0" ap-southeast-2: AMI: "ami-09b42976632b27e9b" ap-northeast-1: AMI: "ami-06cd52961ce9f0d85" Parameters: EnvType: Description: Environment type. Default:
test Type: String AllowedValues: [prod, dev, test] ConstraintDescription: must specify prod, dev, or test. Conditions: CreateProdResources: !Equals [!Ref EnvType, prod] CreateDevResources: !Equals [!Ref EnvType, "dev"] Resources: EC2Instance: Type: "AWS::EC2::Instance" Properties: Imageld: !FindInMap [RegionMap, !Ref "AWS::Region", AMI]
InstanceType: !If [CreateProdResources, cl.xlarge, !If [CreateDevResources, ml.large, m1.small]] MountPoint: Type: "AWS::EC2::VolumeAttachment" Condition: CreateProdResources Properties: Instanceld: !Ref EC2Instance Volumeld: |Ref NewVolume Device: /dev/sdh NewVolume: Type: "AWS::EC2::Volume" Condition: CreateProdResources
Properties: Size: 100 AvailabilityZone: !GetAtt EC2Instance.AvailabilityZone You can specify prod, dev, or test for the EnvType parameter. For each environment type, the template specifies a different instance type. The instance types can range from a large, compute-optimized instance type to a small general purpose instance type. In order to
conditionally specify the instance type, the template defines two conditions in the Conditions section of the template: CreateProdResources, which evaluates to true if the EnvType parameter value is equal to prod and CreateDevResources, which evaluates to true if the parameter value is equal to dev. In the InstanceType property, the template nests
two Fn::If intrinsic functions to determine which instance type to use. If the CreateProdResources condition is true, the instance type is cl.xlarge. If the condition is false, the CreateDevResources condition is evaluated. If the CreateDevResources condition is true, the instance type is m1.large or else the instance type is m1.small. In addition to the
instance type, the production environment creates and attaches an Amazon EC2 volume to the instance. The MountPoint and NewVolume resources are associated with the CreateProdResources condition so that the resources are created only if the condition evaluates to true. Conditionally assign a resource property In this example, you can create
an Amazon RDS DB instance from a snapshot. If you specify the DBSnapshotName parameter, CloudFormation uses the parameter value as the snapshot name when creating the DB instance. If you keep the default value (empty string), CloudFormation removes the DBSnapshotldentifier property and creates a DB instance from scratch. The example
defines the DBUser and DBPassword parameters with their NoEcho property set to true. If you set the NoEcho attribute to true, CloudFormation returns the parameter value masked as asterisks (*****) for any calls that describe the stack or stack events, except for information stored in the locations specified below. Using the NoEcho attribute does
not mask any information stored in the following: The Metadata template section. CloudFormation does not transform, modify, or redact any information you include in the Metadata section. For more information, see Metadata.The Outputs template section. For more information, see Outputs.The Metadata attribute of a resource definition. For more
information, Metadata attribute.We strongly recommend you do not use these mechanisms to include sensitive information, such as passwords or secrets. Rather than embedding sensitive information directly in your CloudFormation templates, we recommend you use dynamic parameters in the stack template to reference sensitive information that is
stored and managed outside of CloudFormation, such as in the Amazon Systems Manager Parameter Store or Amazon Secrets Manager.For more information, see the Do not embed credentials in your templates best practice. Example JSON{ "AWSTemplateFormatVersion" : "2010-09-09", "Parameters": { "DBUser": { "NoEcho": "true", "Description" :
"The database admin account username", "Type": "String", "MinLength": "1", "MaxLength": "16", "AllowedPattern" : "[a-zA-Z][a-zA-Z0-9]*", "ConstraintDescription" : "must begin with a letter and contain only alphanumeric characters." }, "DBPassword": { "NoEcho": "true", "Description" : "The database admin account password", "Type": "String",
"MinLength": "1", "MaxLength": "41", "AllowedPattern" : "[a-zA-Z0-9]*", "ConstraintDescription" : "must contain only alphanumeric characters." }, "DBSnapshotName": { "Description": "The name of a DB snapshot (optional)", "Default": "", "Type": "String" } }, "Conditions": { "UseDBSnapshot": {"Fn::Not": [{"Fn::Equals" : [{"Ref" :
"DBSnapshotName"}, ""]1}1} }, "Resources" : { "MyDB" : { "Type" : "AWS::RDS::DBInstance", "Properties" : { "AllocatedStorage" : "5", "DBInstanceClass" : "db.t2.small", "Engine" : "MySQL", "EngineVersion" : "5.5", "MasterUsername" : { "Ref" : "DBUser" }, "MasterUserPassword" : { "Ref" : "DBPassword" }, "DBParameterGroupName" : { "Ref" :
"MyRDSParamGroup" }, "DBSnapshotldentifier” : { "Fn::If" : [ "UseDBSnapshot", {"Ref" : "DBSnapshotName"}, {"Ref" : "AWS::NoValue"} ] } } }, "MyRDSParamGroup" : { "Type": "AWS::RDS::DBParameterGroup", "Properties" : { "Family" : "MySQL5.5", "Description" : "CloudFormation Sample Database Parameter Group", "Parameters" : {
"autocommit" : "1", "general log" : "1", "old_passwords" : "0" } } } } } Example YAMLAWSTemplateFormatVersion: "2010-09-09" Parameters: DBUser: NoEcho: true Description: The database admin account username Type: String MinLength: 1 MaxLength: 16 AllowedPattern: "[a-zA-Z][a-zA-Z0-9]*" ConstraintDescription: must begin with a letter and
contain only alphanumeric characters. DBPassword: NoEcho: true Description: The database admin account password Type: String MinLength: 1 MaxLength: 41 AllowedPattern: "[a-zA-Z0-9]*" ConstraintDescription: must contain only alphanumeric characters. DBSnapshotName: Description: The name of a DB snapshot (optional) Default: "" Type:
String Conditions: UseDBSnapshot: !Not [!Equals [!Ref DBSnapshotName, ""]] Resources: MyDB: Type: "AWS::RDS::DBInstance" Properties: AllocatedStorage: 5 DBInstanceClass: db.t2.small Engine: MySQL EngineVersion: 5.5 MasterUsername: !Ref DBUser MasterUserPassword: !Ref DBPassword DBParameterGroupName: !Ref MyRDSParamGroup
DBSnapshotldentifier: !If [UseDBSnapshot, !Ref DBSnapshotName, !Ref "AWS::NoValue"] MyRDSParamGroup: Type: "AWS::RDS::DBParameterGroup" Properties: Family: MySQL5.5 Description: CloudFormation Sample Database Parameter Group Parameters: autocommit: 1 general log: 1 old passwords: 0 The UseDBSnapshot condition evaluates to
true only if the DBSnapshotName isn't an empty string. If the UseDBSnapshot condition evaluates to true, CloudFormation uses the DBSnapshotName parameter value for the DBSnapshotldentifier property. If the condition evaluates to false, CloudFormation removes the DBSnapshotldentifier property. The AWS::NoValue pseudo parameter removes
the corresponding resource property when it's used as a return value. Conditionally use an existing resource In this example, you can use an Amazon EC2 security group that has already been created or you can create a new security group, which is specified in the template. For the ExistingSecurityGroup parameter, you can specify the default
security group name or NONE. If you specify default, CloudFormation uses a security group that has already been created and is named default. If you specify NONE, CloudFormation creates the security group that's defined in the template. Example JSON{ "Parameters" : { "ExistingSecurityGroup" : { "Description" : "An existing security group ID
(optional).", "Default" : "NONE", "Type" : "String", "AllowedValues" : ["default”, "NONE"] } }, "Conditions" : { "CreateNewSecurityGroup" : {"Fn::Equals" : [{"Ref" : "ExistingSecurityGroup"}, "NONE"] } }, "Resources" : { "MylInstance" : { "Type" : "AWS::EC2::Instance", "Properties" : { "Imageld" : "ami-0ff8a91507f77f867", "SecurityGroups" : [{
"Fn::If" : [ "CreateNewSecurityGroup", {"Ref" : "NewSecurityGroup"}, {"Ref" : "ExistingSecurityGroup"} ] }1} }, "NewSecurityGroup" : { "Type" : "AWS::EC2::SecurityGroup", "Condition" : "CreateNewSecurityGroup", "Properties" : { "GroupDescription" : "Enable HTTP access via port 80", "SecurityGrouplngress" : [ { "IpProtocol" : "tcp", "FromPort"
: 80, "ToPort" : 80, "CidrIp" : "0.0.0.0/0" } 1} } }, "Outputs" : { "SecurityGroupId" : { "Description" : "Group ID of the security group used.", "Value" : { "Fn::If" : [ "CreateNewSecurityGroup", {"Ref" : "NewSecurityGroup"}, {"Ref" : "ExistingSecurityGroup"} 1 } } } } Example YAMLParameters: ExistingSecurityGroup: Description: An existing security
group ID (optional). Default: NONE Type: String AllowedValues: - default - NONE Conditions: CreateNewSecurityGroup: !Equals [!Ref ExistingSecurityGroup, NONE] Resources: MyInstance: Type: "AWS::EC2::Instance" Properties: Imageld: "ami-0ff8a91507f77f867" SecurityGroups: !If [CreateNewSecurityGroup, !Ref NewSecurityGroup, !Ref
ExistingSecurityGroup] NewSecurityGroup: Type: "AWS::EC2::SecurityGroup" Condition: CreateNewSecurityGroup Properties: GroupDescription: Enable HTTP access via port 80 SecurityGrouplngress: - IpProtocol: tcp FromPort: 80 ToPort: 80 CidrIp: 0.0.0.0/0 Outputs: SecurityGroupld: Description: Group ID of the security group used. Value: !If
[CreateNewSecurityGroup, 'Ref NewSecurityGroup, !Ref ExistingSecurityGroup] To determine whether to create the NewSecurityGroup resource, the resource is associated with the CreateNewSecurityGroup condition. The resource is created only when the condition is true (when the ExistingSecurityGroup parameter is equal to NONE). In the
SecurityGroups property, the template uses the Fn::If intrinsic function to determine which security group to use. If the CreateNewSecurityGroup condition evaluates to true, the security group property references the NewSecurityGroup resource. If the CreateNewSecurityGroup condition evaluates to false, the security group property references the
ExistingSecurityGroup parameter (the default security group). Lastly, the template conditionally outputs the security group ID. If the CreateNewSecurityGroup condition evaluates to true, CloudFormation outputs the security group ID of the NewSecurityGroup resource. If the condition is false, CloudFormation outputs the security group ID of the
ExistingSecurityGroup resource.
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